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General Concept 

Phishing is the most significant security threat to businesses. “It doesn’t matter if you 
have the most secure security system in the world. It takes only one untrained employee to be 
fooled by a phishing attack and give away the data you’ve worked so hard to protect. Make sure 
both you and your employees understand… all of the telltale signs of a phishing attempt.” (Ellis) 
 
Intended Audience 

This game is intended for audiences aged 17 and older. This demographic will be using 
email a lot in their academics or profession, so they have a lot to gain by learning when an email 
from their university or boss is genuine and when it is a thinly disguised scam. 
 
Genre 

This game will be a point-and-click puzzle simulation game. 
 
Overview of Mechanics 

The player is taught ways of spotting phishing emails one at a time through an 
informative email at the start of each level. Then the player reads through emails and decided 
whether they are genuine or scams. Genuine emails warrant replies, whereas scams must be 
immediately deleted without investigating any attached links or files. 

By the end of the game, players should know these six ways to spot a phishing email. 
1. The email requests sensitive information. 
2. The email uses generic salutations instead of referring to you by name. 
3. The web and email addresses do not look genuine. 
4. The email contains spelling and grammatical errors. 
5. The email comes with an unsolicited attachment. 
6. The subject and/or message is designed to make you panic. 

Since this game teaches players to delete what they identify as phishing emails, this skill 
should carry over into real life. After all, links in emails are how cybercriminals try to steal 
personal information. The best way to prevent data breaches is deleting any suspicious emails. 
(James, 2018) 
 
Narrative 
 The player takes on the role of newly hired, faceless and nameless Employee #0451 of 
The Company. This job entails a lot of email management. The Company, like any large 
company, is constantly bombarded by cyberattacks. Your job is not to make cybercriminals’ 
lives any easier by deleting phishing emails. Perform well and The Boss may put in a good word 
for you. Don’t… And there will be consequences for you and The Company. 
 
Player Feedback/Scoring 

The player must read their emails and decide whether they should reply to (if they believe 
the email is genuine) or delete (if they believe the email is phishing) each one. Some emails will 
require the player click on a link rather than reply, but clicking on the link will count as replying 
for the sake of the scoring system. 



The first email of the day will be from The Company’s cybersecurity office, telling 
employees one way of spotting a phishing email. These emails will be pinned – not replied to or 
deleted – so the player can reference them at any time. 

When they are finished processing all their emails, the workday will end. The player will 
get a final email from The Boss, in which the game will provide the player feedback on how 
accurate their decisions were. 

If the player dealt with all emails correctly, The Boss will praise their productivity and 
tell them to keep up the good work. 

If the player occasionally deleted a genuine email or replied to a phishing email, The 
Boss will remark on their lost productivity or a possible security breach, reinforce the way to 
spot phishing emails that they have been missing, and let the player off with a warning. Three 
warnings will result in the player being fired. 

If the player frequently deleted a genuine email or replied to a phishing email, The Boss 
will fire the player, citing they are not doing their job or have caused The Company a major data 
breach. 
 
Player Motivation 
 As explained in “Puzzling Play-Testers,” “what makes puzzle games fun is the Eureka 
effect.” Players are motivated by “Aha!” moments as they successfully solve gradually more 
difficult and comprehensive puzzles. The pacing of a puzzle game is impossible to get right on 
the first try. Therefore, this game will take inspiration from Portal and extensively play-test its 
prototypes – with a special focus on critical, constructive player feedback – in order to improve 
the pacing and comprehensiveness of its puzzles. (Shevchenko, 2019) 
 
Art, Graphic Design, & Game Environment 

This game is aiming for realism, so a very realistic style will be used, including the inital 
set-up of an existing email application under a slightly different name. The realism will have to 
be tempered with UI design and narrative queues, however, as the player will not have the ability 
to perform all the functions an email application has to offer in-game. For example, they will not 
be able to forward an email or visit any folder (Trash, Drafts, Sent) other than Inbox. Portal 
developers also struggled with the decision whether or not to include purely aesthetic items in 
the game’s testing environments. 

“Early versions of Portal featured more detailed, cluttered environments, much like Half 
Life 2. We quickly realized that unnecessary objects scattered all over the place distracted 
players to the point where it actually interfered with the portal training process. So we 
simplified the art style to favor clean, focused test chambers.” (Maggiore 2007)  

 This game will learn from their mistakes by decluttering the interface, effectively 
removing all purposeless buttons and icons. The narrative will explain this email application 
looks much different than typical email applications because it was specifically designed for The 
Company’s use. 
 
Audio 

Sound effects will include mouse clicking and keyboard typing, as well as voice 
messages from AOL 9.0, from which the game derives its title. Fitting background music would 
be elevator music, smooth jazz, or even casual bongos. 
 



 
 
Player Representation 

This is a first-person email management simulator, so the only player representation is 
given in a bit of narrative (via emails) and the mouse pointer. 
 
Storyboard 
* green boxes indicate interactive areas 

 
Figure 1: INBOX. The player has one unread email in their Inbox. In order to progress, the 
player must click on this email to read and process it. 
 



 
Figure 2: EMAIL. After reading an email, the player has the option to delete it or reply to it. 
Some emails may have additional options, such as downloading an attachment or clicking an 
outgoing link. There are several indications that this is a phishing email. It is indirectly asking for 
sensitive information in the form of the player’s MyUniversity login credentials, uses generic 
salutations instead of referring to the player by name, comes with an unsolicited attachment in 
the form of an outgoing link, and the message is designed to make them panic. If the player 
knows these rules, they will delete the email. If they do not yet grasp these rules, they will click 
the outgoing link or reply and be penalized. 
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